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Thank you for purchasing Business Mobile Secure. Business Mobile Secure is a powerful combination of Lookout®—to
help protect your mobile devices against phishing and app-, network- and device-based threats—and unified endpoint
management (UEM), a feature of Verizon Mobile Device Management (MDM) that allows you to easily streamline
device and app deployments, set controls and maintain security. This multilayer security approach includes access to
tech experts who can help with onboarding, setup and end-user support.

It’s time to set up your Verizon MDM portal. You can do this by logging into Verizon My Business (MyBiz) and clicking
the Verizon MDM link to gain access to your customer portal. The Verizon MDM guide will provide instructions on how
to effectively manage device permissions and control your mobile devices.

Reminder: You also need to activate your Lookout for Small Business license using the Lookout portal. The Lookout for
Small Business guide will provide instructions on how to enroll your mobile devices, helping to protect them against the
latest security threats.
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Introduction

This guide describes how to use the top seven administrative
controls over the most important features of the Verizon MDM
portal and is intended for admins as a quick-start guide for
managing your remote company assets. This introduction
covers commonly used features that include password policy,
device restrictions, installing apps, passcode resets, wiping
remote devices, and events and actions.

1. Login

Log in to Verizon’s My Business (MyBiz) site, then follow

the path below:

verizon’

Signintobusiness.

Connect to Verizon Enterprise Center, My Business, ViewPoint,
ThingSpaceManage and Total View.

MDMAGmInACTe|

Soluions Products Resources Why Verizon

Quick tasks

All Products

Request a consultation Get product support

Internet & Wired Communications

Add more of 8 service Disconnect a service

¢ Remember Me
Signin
My Welcome Email is lost. Resend >

Don't have a business account? Register >
Having trouble signing in? Contact us >

Forgot ysemame or passiord?

Change a service Move a service
Create a billing inquiry Check ticket status
Create a repalr ticket

MyBiz Login > Manage Account > Product Tools > View All >

click the Verizon MDM link

Product Tools

Applications Portal
Discover mobile applications for emergency management and operational support

Device Recycling
Your used vireless devices may be eligible for credit, recycling or repurposing.

Field Force Manager
Get help reducing operating costs, increasing worker productivity and sireamlining

from Verizon Wireless that's breaking new ground in resource tracking and
management

Name ID Services
Enables businesses to customize ine company's wireless users Caller 1D with the
ability to share a business name, business number and business logo of the
company’s choice.

Push to Talk
With Push to Talk Plus Enterprise Contact Management, you are able to efficiently
create and maintain contacts, groups and sub lists.

Thing Space Manage

Manage all your loT devices from a single portal and gain control of your M2M data
while integrating device management into resource pianning. This portal includes
Dashboard. Reporting, Alerts, Accounts Device and

business processes with Field Force Manager a turnkey wireless solutions package

The Products below have been made available at the request of your organization.

Bill On Behalf OF
Let Verizon Wireless help you simplify your wireless solution billing and payment
process with the Verizon Wireless Bill On Benalf Of (BOBO) Program.

Enterprise Messaging
With Enterprise Messaging, Verizon Wireless provides a one stop messaging
solution for Educational Institutions and Businesses that need to send a large
volume of text messages

Microsoft Office 365
Aturnkey solution to start, grow and protect your business in the cloud!

One Talk
Running & small business is hard. You never want your customers to think you're
too busy for them. But, with One Talk, your ofice phones and mobile devices work
as one 50 your customers can feel like they always come first, no matter what you're
doing or where you're going

Signal Booster
Business and enterprise customers who use 2 Consumer Signal Booster can
register their devices here

Verizon MDM
Verizon MDM is a single web based console which delivers an intuitive interface to
manage both Verizon and 3rd party mobility services including firnware

‘Senvice Management capabilties

Verizon Mobile Device Enroliment Programs
Mobile Devics Enroliment Programs allow seamless and automated large-scale
deployments of equipment. When devices are activated, theyre

device application BYQD, connectivty
management and other mobility services

Voice Cypher
Buitt for Smartphones, Voice Cypher is & software appiication that provides secure

configured with your Mobile Device Manager (MDM) settings. There's no need for
staging services, or for IT to physically access each device to complete setup

voice for business and

verizon’

vertzonmam
Verizon Mobile Device Management
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You will be presented with the Dashboard display of your
company’s instance.

The License Summary displays the number of licenses
consumed from the total.

verizon’mdm  manage Reports  Admin R Q

Customer Dashboard a

License Summary Alerte

Unified Endpoint Management
Licenses 1Used / 30 Total

|

 on February 16, 2021

Your Apple Push Certificate has expired
Broadband Hotspots
Licenses 4Used /25 Total

The ABM MDM Server "MDM Server” has
expired

SIM Secure Flex NoLicenses
Archived 30 days dfter the pending archive date.
SIM Secure Lifetime NolLicenses
Devices Summary Device Locations - World Map
10
TOTAL DEVICES
. -
Deviee Status
e
. -

The Verizon MDM portal has a wide range of controls for
admins to deploy, and group orientation is a persistent theme in
controlling remote assets. Some groups, like warehouse staff,
for example, have access to specific applications for their work
roles (e.g., a QR code reader) and need policies crafted for
those roles (e.g., “Restrict Apple Pay® setup”). Others, such as
management staff, will have access to applications specific to
their roles (e.g., QuickBooks®) and policies crafted for their
respective roles (e.g., “Enable watch migration in Apple® iOS”).

Some policies apply to all user roles and are configured from
the admin portal in advance of the device being activated and
enrolled in your group policies.
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2. Verizon Mobile Device Enroliment

As a prerequisite to managing your smart devices via your
Verizon MDM portal, your device IDs must be enrolled in
their respective original equipment manufacturer (OEM)
enrollment programs. The Verizon Mobile Device Enrollment
program can be accessed in your My Business account
under Product Tools.

MyBiz login > Manage Account > Product Tools > View All >
click the Verizon Mobile Device Enrollment Programs link

Product Tools

The Products below have been made available at the request of your organization.

Applications Portal Bill On Behalf OF
Discover mobile applications for emergency management and operational support  Let Verizon Wireless help you simplfy your wireless solution biling and payment
process with the Verizon Wireless Bill On Behalf Of (B0BO) Program.

Device Recycling
Your used wireless devices may be eligible for credit, recycling o repurposing

Enterprise Messaging

With Enterprise Messaging, Verizon Wireless provides a one stop messaging
solution for Educational Institutions and Businesses that need to send a large
volume of text messages

Field Force Manager Microsoft Office 365
Get help reducing operating costs, increasing worker productivity and streamlining A tumkey solution to start, grow and protect your business in the cloud!
business processes wiih Field Force Manager  tunkey virsless solutions package

from Verizon Wireless that's breaking new ground in resource tracking and

management

Name ID Services One Talk

Enables businesses to customize ihe company's wireless users Caller ID with the Running a small business is hard. You never want your customers to think you'e

bty to share a business name, business number and business logo of the too busy for them. But, with One Talk, your offics phones and mobile devices work

company’s choice. s one 50 your customers can feel ke they always come first, no matter what you're
doing or where you're going

Push to Talk Signal Booster
With Push to Talk Plus Enterprise Contact Management, you are able to efficiently ~ Business and enterprise customers who use 2 Consumer Signal Booster can
create and maintain contacts, groups and sub lists register their devices here.

Thing Space Manage Verizon MDM

Manage all your loT devices from a single portal and gain control of your M2M data  Verizon MDM is a single web based consele which delivers an intuitive interface to
while integrating device management into resource pianning. This portal includes manage both Verizon and 3rd party mobilty services including firware
Dashboard. Reporting, Alerts, Accounts Device and device application BYQD, connectivity
‘Senvice Management capabilties management and other mobility services

Verizon Mobile Device Enrollment Programs Voice Cypher
Mobile Device Enroliment Programs allow seamiess and automated large-scale Buitt for Smartphones, Voice Cypher is & software appiication that provides secure
<eployments of equipment. When devices are activated, they're voice for business and t

configured with your Mobile Device Manager (MDM) settings. There's no need for
staging services, or for IT fo physically access each device to complete sefup

You will be presented with the following landing page to select
the appropriate OEM enrollment program:

verlan Manage Account  Support

Verizon Mobile Device Enroliment Automation

AppieBusiness Manager/Apple School Manager ‘Samaung Knax Moblle Enroliment AndroldZero-Touch

After enrolling your devices, they must be synced from the
Apple Business Manager/Apple School Manager to your
Verizon MDM portal instance. In your Samsung Knox® Mobile
Enroliment (KME) portal, device IDs will get pushed to your
Verizon MDM portal instance using the Android Package (APK)
URL you entered. In Zero Touch, a coded message is pasted
into your Zero Touch portal that points back to your MDM
portal. In both KME and Zero Touch, either device records
must be in the portal or the device International Mobile
Equipment Identities (IMEls) must be in the preapproved
devices list.

verizon’

3. Policies
3.1. Passwords

Passwords are set by assigning the passcode policy to a group
whose membership contains devices where the passcode
requirements will be applied. When those devices enroll and
check in, the policy will be pushed and installed, and users will
need to change or improve their device passwords to match
the policy requirements.

The easiest way to set a password policy is via the Quick Start
menus on the portal dashboard. Select Dashboard in the
menu, then Unified Endpoint Management under Quick

Start Menu:

verizon’mdm  Manage Reports Admin ® Q
Devices & Users Policy Apple Google
Dashboard Al Policies Apple Busine Google Play Settings

Search Devices Create New Policy ABM Devices Google Play Licenses
Search Users Quick Start ABM Profiles Google Zero Touch Settings
Groups ABM MDM Servers

Bulk Import Purchased Apps and Books

Fre-Approved Devices Apps and Books Settings

User Domains Apple Push Gertificate

Select Security Policy and choose High, Medium or Low.
Descriptions are below. These policies are automatically
assigned to the Standard group. The Standard group contains
all new users and devices by default:

verizon/mdm  wowitySeices - Manage  Reportz  Admin R Q

® Apple Push Certificate ® AddUsers

Configure an Apple Push Certificate to manage Apple devices. There are 23 users created. Search Users to view detals.

Security Policy

High Medium Low

a a a

« Storage encryption on
* Zcigt oincode

EmaliSetup Add Appiications

'Add new applications o select from existing ones.

‘Add New Appiication Select Existing Application

Select an email provider to configure.

1] Office 365 Google

ey

Password requirements can be configured via Policy > Add a
Policy > Passcode Policies.

After creating a new password policy, you will be asked to
assign it to a group. You can also edit policies created via the
Quick Start method above.
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3.2. Restrictions

Many restrictions can be applied to devices under
management, from blocking the camera to allowing calls from

certain numbers.

All the restrictions are defined in one policy, but within that
policy, different platforms (like Apple or Android) can have

different settings.

Create a restrictions policy via Policy > Add a Policy >

Restrictions:

Add a Policy

Select the type of Policy to create.

Search Q ‘ ‘ All Policy Types

‘ Android

netifications, group assignments, device
commands and more.

Passcode Policies

Apply passcode policies to devices to
enforce minimum requirements.

Samsung KNOX Settings

Deploy settings to control the Samsung
KNOX secure container.

Passcode Settings (Android
Profile Owner)

Apply passcode policies to Profile Owner
on Android devices.

Smart Connect Profiles

Control the automatic connections of
private Wi-Fi networks and VPN Gateways.

Restrictions
Apply restrictions to resirict the user from

doing certain things with the device, such
as using the camera.

VPN Gateways
Deploy VPN Gateway configurations.

The restrictions policy provides an extensive range in
managing groups of devices, and contains five major
sections: Security, Network, Hardware, Applications and
Operating Systems:

RESTRICTIONS.

Applications & Operating System

General

iCloud

Add Restrictions
the user things with the d h the camera.
oeTaLs
Name
Security
Network
Hardware

verizon’

Within each section and for each setting, hovering over the

win
[

(for “information”) will show which devices will be affected by

that setting:

DETALS

Name

Security

User Channel

Allow Screen Capture Notset v

Allow Remote App Pairing

NotSet v

Alow Sii (0S) / Alow Cortana (Windows) vase |

Allow Factory Reset Notset v

Allow Screen Capture i

Allow sers to save screenshots and screen
recordings. It

also allows the Classroom app to observe
Screen remotely.

ios i
Alowed in User Enroliment

iPados 13+ q
Alowed in User Enroliment

Android 60 +

Device or Profie Owner Required
Samsung Knox 20 +

Basic Phone Kyocera E4610

You can also use the Filter button in the upper right to limit the

features based on operating system:

ns

Filter

om doing certain things with the device, such as using the camera.

Motset v

MotSet v

HRGHERELE

Motset v

Show all platforms
Show all platforms
Android

‘Samsung Knox Standard

loT
i0s

~
iPados
macos

i
wOS
watchOS g
Windows MDM

i

i
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4. Installing apps

Apps can be automatically installed on devices when they
check in to the portal. Apps can be downloaded from online
stores (Apple or Google) or uploaded directly to the portal.

Apple App Store® and Google Play® store apps are best
installed with Apple Business Manager or Managed Google
Play and must be set up before applications are created.
Apple apps are configured inside the Apple Business Manager
portal, not Verizon MDM. Using those services are described
in separate documents.

Here’s the process: Create the app definition and assign it to
a group. As a device in that group checks in, the app will be
retrieved and installed on the device.

Browse to Policy > Add a Policy > Add Application:

APPLICATIONS APPLIES TO

Add Application

Deploy applications to devices. Applications can be distributed directly from the App Stores or by uploading a binary to the
portal

DETALS.

Create Cancel

Type Local Provision

Package Type Managed Google Play v i
General &

Source - i
Enterprise Connect

Search Store Aop Container Q i
Android Launcher

denttr Manaﬂed Google Play = i

Package Ghecksum ‘ ‘

Search for an app:

Source App Store i
Search Store ‘ - |Q i
B Google Play (2]

3
Apps
Citrix Workspace Citrix Secure Hu Citrix Files Citrix Secure Ma Citrix SSO
Citrx Systems, In Citrix Citrix Citrie Citix Systems, In
*RKK XK XrKT KKK HA R

Choose your app and click Select, then Create and Assign to
a group:

Package Type Managed Google Play v i
Source App Store v i
Search Store ‘ . ‘ Q i
€ o
>3
-] Citrix Workspace
Citrix Systems, Inc. ok k kY 42915 2
€ Everyone
& This app offers managed configuration
@ This app is only available in certain countries
Select
- - -

(Apple App Store apps are synced to Verizon MDM from Apple
Business Manager and only group assignment is done in
Verizon MDM.)

5. Device and portal location settings

Location must be enabled on devices and can be checked
using the Settings control.

In the portal, from the Devices page in the Location tab, there
will be a map with the location of your managed device as
reported on its last check-in.

If device location reporting is not desired for a group, just
assign a device permissions policy with Device Location
Reporting set to Disabled:

DEVICE PERMISSIONS APPLIES TO
Add Device Permissions b
Control which commands users are allowed to send to their own devices, reporting options and other permissions.
—
Name -] Creat

Permissions

Device Location Reporting

I required, user wil be prompted to enabie location services
Requred
Device Data Usage Reporti .
2 feparting Aloved i
~Roquie permissions to raport data usage on celllar and Wi
Dsabled

Device Applications Reporting Required v i

Installed appiications will be reported i required

User Device Ownership

p—— ;

verizon’
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6. Reset passcode

6.1. Apple

The Verizon MDM portal includes a Clear Passcode command
for Apple iPhone® and iPad® devices, which you can use by
selecting it from preset commands and clicking the Send
Command button (circled in red):

e s AT e
P — A R,

Apple iPhone (iPhone)

6.2. Google Android

On the device page, choose Reset Passcode and click the
Send Command button:

DEVICE

SM-G925V)

PLATFORM: Android
STATUS: ® No Response
ANDROID WORK DEVICE: @ Active

ISSUE COMMAND

Send Command
Device
Archive Device
Delete Camera Content
Lock Screen
Send Installation SMS
‘ Wipe Device

Verizon MDM
Check-in

Request Log Files

Reset Passcode ~ ¢

samsung SM-G925V ([Phone] SAMSUNG-

LAST CHECK-IN: 21 days ago
ASSOCIATED USER: Michael Gaertner

verizon’

You can either reset the password or clear it and allow the user

to reset it:

clear passcode.

Passcode

Reset Passcode

Enter the new passcode value to be set on the device. Leave empty to

No w

Issue "Lock Device" command following reset passcode.

Cancel

7. Wipe

A factory reset “wipe” can be issued to any enrolled device
from the device page. It immediately delivers a factory reset
command over the air to the device and commands the device

when received.

DEVICE

Archive Device

GCheck-in

Glear Passcode

Disable Activation Lock

Enable Lost Mode

Get Activation Lock Bypass Code
Get Device Information

Lock Screen

Restart Device

‘Schedule OS Updates

‘Shut Down Device

verizon’
PLATFORM: iPadOS LAST CHECK-IN: 2 hours ago
STATUS: @ Enrolled ASSOCIATED USER: None
ISSUE COMMAND

‘Send Command v

‘Send Command

Device




User guide

8. Events and actions

As a new policy to be added, select Add Events & Actions for
certain events, such as the new data usage events “Data
Usage Exceeds GB” and “Data Usage Percentage Remaining.”

Add a new event and choose Data Usage Exceeds GB,
for example.

Ao
Add Events & Actions (Yl
Define custom, dynamic events to trigger actions. This allows the automation of notifications, group assignments, device commands
e
Name Notify on 10 GB Used [ -] Create Cancel
Events <
Add New Event +
Add a new Event

Add New Event

Add New Event

Add New Event

Assigned Application

Customer Status

Data Usage Exceeds GB

Data Usage Percentage Remaining
Device Property Value

Installed Application

LDAF Group Membership

RADIUS Attribute Value

User Property Value

verizon’

Then set an action (notification) that will be triggered by the
device exceeding the data usage event. Select Notification
from the pull-down menu.

Indicate the notification method from the preset choices
(Verizon SMS), any group assignment for the notification and
the payload of the notification message.

Message input can be text and replacement tokens like phone
number, first name and last name if the device is associated
with a user in the portal:

EVENTS AND ACTIONS APPLIESTO
Add Events & Actions L
Define custom, dynamic events to trigger actions. This allows the of
and more.
e
Name Notify on 10 GB Used -] Create Cancel

Events 4
Actions (1) v

Add New Action +

Vozmrs v [Mvsesionw ] [owcmsvon v x

Device %PhoneNumbersé of %FirstName?% %LastName?% exceeds 10 GB. L Y

J
Anseon

The Label button to the right of the message box can be used
to see all the available replacement tokens:

NOTIFICATION

vorzmsws v| [ avusesinorou v [ asDovoss g uses v

Device %PhoneNumber®s of %FirstName% %LasiName? exceeds 10 GB. LY

First Name =
Last Name
Device Properties
‘Account MDN
Account Number
Activation Lock
Agent Version
Alow Camera
Allow Video Conferencing
Alowance (GB)
Android Device Identifier -

Network details & coverage maps at vzw.com. © 2020 Verizon. UG10400920 9
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